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Abstract of the contribution:
So far, there is no solution for key issue 1.10 “Security features for AN-CN User Plane”. We provide several solution variants here, depending on architectural deployment options. An important conclusion is that an additional user plane security gateway may be required for the case where the user plane security termination point resides in UPFs distributed across the core network.
1
Proposal

It is proposed to approve the changes below for inclusion in TR 33.899 v060.
Note that the revisions below are against 246. Accepting these revisions will produce the text agreed for inclusion in a new subclause in TR 33.899.
2
pCR 

***
BEGIN CHANGES
***

	Note to the rapporteur: All this text is new. The reference [i], [k] and solution 1.a are introduced in companion contributions.


5.1.4.z
Solution #1.b: Security for the AN-CN User Plane
5.1.4.z.1
Introduction  

This solution addresses key issue 1.10 “Security features for AN-CN User Plane”. The AN-CN User Plane is realized by the N3 interface defined in TS 23.501 [k]. The analogue of the AN-CN User Plane in LTE is the S1-U interface, also referred to as the backhaul user plane link.
5.1.4.z.2
Solution details  

Two solution variants apply, depending on the user plane security termination point and the AN architecture. 

Solution 1.b.1: 
Here, the user plane security termination point is assumed to reside in the AN. As explained for solution 1.a.1 “Security for the AN-CN Control Plane”, in the centralized deployment scenario supported in the RAN architecture, the protocol stack of the gNB is split into a central unit (CU) and distributed units (DUs). This is further described in clause 5.4 of TR 38.801 [i]. The proposed solutions are also similar to solution 1.a.1 “Security for the AN-CN Control Plane”.

Two cases need to be considered: 

· The user plane security termination point resides in the distributed unit.

· The solution proposed here for this case is a copy of the solution for LTE, i.e. use of IPsec as described in TS 33.401 [31], clause 12.

· The user plane security termination point resides in the central unit. Then two solution variants are possible:

· The solution proposed here for this case is a copy of the solution for LTE, i.e. use of IPsec as described in TS 33.401 [31], clause 12. 

· A CU could (or would even be likely to) be realized in a RAN cloud; this would open the possibility to realize backhaul link security between this central unit and the 5G core by using generic protection mechanisms of the virtualized infrastructure. 
Editor’s Note: the term ”generic protection mechanisms of the virtualized infrastructure” needs clarification.
Solution 1.b.2: 
Here, the user plane security termination point is assumed to reside in the CN. 
Then one can deploy the same solution as for LTE, i.e. use of IPsec as described in TS 33.401 [31], clause 12.
But this solution is not necessarily required for this case: again, two subcases need to be considered: 

· The user plane security termination point resides at the edge of the CN. 
In this subcase, no additional protection on N3 may be needed. 

· The user plane security termination point resides in UPFs distributed across the core network, e.g. UPFs in separate slices in the serving network, or even UPFs in the home network. 
In this subcase, an additional user plane security gateway (UP Sec GW) may be required, similar to the ones deployed on other entry points to the operator network from the Internet. This is so because

· physical protection of N3 may not be considered sufficient, e.g. because N3 may be carried over the Internet;
· the operator wants to be able to block rogue traffic at the edge of the core network, and not let it reach distributed entities in the core network;
· the operator may consider it advantageous to provide and maintain the firewalling properties required for blocking external rogue traffic in central places at the edge of the core network rather than in many distributed places, e.g. because keeping the hardening measures up-to-date is more easily achieved in a central place.  
5.1.4.z.3
Evaluation 

For the evaluation of solution 1.b.1, we refer to that of solution 1.a.1 for the backhaul link control plane. 

Solution 1.b.2: The consequence of this solution is that either UP security between UE and core network is terminated somewhere at the edge of the CN or else, a user plane security gateway may be required. But such a UP security termination point at the edge, or a user plane security gateway show much similarities to the subcase of solution 1.b.1 where UP security is terminated in a central unit of the gNB. After all, it does not matter very much whether the entity protecting the access to the core is considered part of the AN (but close to the core) or part of the CN (but close to the AN). 
***
END OF CHANGES
***

